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CYBER SECURITY 101:

17th August 2022

DO YOU KNOW HOW TO KEEP YOUR 
ORGANISATION SECURE?
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We acknowledge the traditional custodians of the land and 

pay our respects to Elders past, present and emerging.
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Agenda

» A view of current cybersecurity threats facing organisations

» The top 5 things all non-profit staff must know to keep their organisation’s data safe

» High-level overview of imperative cybersecurity measures every organisation needs to 
have in place

» Resources to get the basics in place

» Live Q&A for issues specific to your organisation’s IT environment
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Security in the headlines

March 2021

Source: https://www.abc.net.au/news/2021-03-13/former-contractor-accessed-vic-

government-child-data-260-times/13243230
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Security in the headlines

February 2022

January 2022

Source: https://www.itnews.com.au/news/australian-red-

cross-clients-potentially-caught-up-in-international-

cyber-attack-575350

Source: https://www.abc.net.au/news/2022-02-23/cyber-agencies-

warn-ukraine-cyber-attacks-from-russia/100855164

May 2022

Source: https://www.itnews.com.au/news/ndis-case-management-system-provider-

breached-580729
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Some recent statistics

Australians reported over 

566,000 scams and over $1.8b 

in losses in 2021, according to 

the latest ACCC Targeting 

scams report.  The top 3 scams 

causing most financial harm to 

Australians in 2021 are 

investment, business email 

compromise and romance 

scams

(Source:https://www.accc.gov.au/publicati

ons/targeting-scams-report-on-scam-

activity/targeting-scams-report-of-the-

accc-on-scams-activity-2021)

Over the 2020–21 financial year, 

the ACSC received over 67,500 

cybercrime reports, an increase 

of nearly 13 per cent from the 

previous financial year. The 

increase in volume of cybercrime 

reporting equates to one report 

of a cyber attack every 8 

minutes compared to one every 

10 minutes last financial year

(Source: https://www.cyber.gov.au/acsc/view-

all-content/reports-and-statistics/acsc-

annual-cyber-threat-report-2020-21)

The OAIC 

received 464 notifications

under the Notifiable Data 

Breaches scheme in the reporting 

period July – December 2021. 

256 of these were due to 

malicious or criminal attacks 

which remain the leading source 

of data breaches. In 2021, the 

OAIC received 900 data breach 

notifications

(Source:https://www.oaic.gov.au/privacy/notif

iable-data-breaches/notifiable-data-

breaches-statistics/notifiable-data-breaches-

report-july-december-2021)
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The human element continues to drive breaches. From a 
recent global breach investigation report, 82% of breaches 

involved the human element.
(Source: Verizon Data Breach Investigations Report 2022)

Security behaviour is greatly influenced by you and your 
perception of risk.  These perceptions can be changed

(Adapted from: Awareness is only the first step, https://www.riscs.org.uk/wp-content/uploads/2015/12/Awareness-is-Only-the-First-Step.pdf)

Key message
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1. Know how to spot a phishing email

» Staff member received this 
email about messages  that 
could not be delivered

» Clicked on the ‘Review’ 
button. Was presented with a 
what looked like a standard 
SharePoint login page with 
their username already filled 

» They entered their password 
and clicked Log in

» Fortunately, Multi-factor 
authentication is employed 
and account access was 
blocked

» The staff member was still 
asked to change their 
password
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Know how to spot a phishing email
» Email request received by a 

payroll department appearing 
to be from a staff member 
requesting a change of bank 
details

» Payroll department 
responded requesting new 
bank details and not noticing 
the ‘from’ email address

» The second email was 
received by payroll at which 
point, due to the grammar in 
the email they realised this 
was not legitimate
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Know how to spot a phishing email
» Email requests payment of 

a large amount, and 
includes an attachment

» Note the ‘from’ address
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Can you spot a ‘phish’?

This email is real

Delete the email

Select an option:
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Can you spot a ‘phish’?

Click and enter my details

Delete the email

Select an option:
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2. Protect important and sensitive information 

»If within your organisation, you collect information considered 
confidential or sensitive by certain industry standards or laws you 
must take reasonable measures to protect it.

»Sensitive data such as health data and client records (for NFPs who 
may deal with this type of information) should only be stored in certain 
locations e.g. client data in a Client and Case Management System

»Awareness among volunteers and staff on how certain types of 
information is to be handled.  If your organisation has not made it clear 
where you should store certain data so that it is appropriately 
protected, then you should ask e.g. important data required for your 
organisation processes must be backed up



16 Technology for social justice  | www.infoxchange.org
www.digitaltransformation.org.au

3. Use good password practices

» Know how to pick a strong password or passphrase

• Longer, alphanumeric passwords or a phrase not containing 
your personal information and that only you know is best

• Do not reuse passwords

» Use multi-factor authentication: the practice of using a password 
and another factor to log into a user’s account.  Examples of 
additional factors include Google Authenticator or Microsoft 
Authenticator

» Do not share accounts or passwords
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4. Keep your device secure

»Physically protect your device

»Lock your screen when device is left unattended   (Windows: Ctrl + Alt + 
Del;  MAC: Ctrl+ Cmd + Q)

»Keep devices up-to-date (operating systems, applications such as web 
browsers)

»Do not install or use unauthorised software on organisational devices

» If using your own device (BYOD) such as mobile phone or other device for 
work with your organisation or group:

• Only store information your organisation is comfortable for you to store
• Ensure the device has appropriate security controls e.g. 

- PIN, passcode, fingerprint to unlock
- Security updates are installed
- Remote wipe capability
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5. Report anything you’re not sure about

Security incidents are adverse events which pose a threat to  an organisation’s 
information systems and services

» Report anything you’re worried about e.g:

• Any unfamiliar activity on your devices

• Disclosure of information to unauthorised person

• Lost devices, removable media with organisation’s information

• Unescorted person on office premises acting suspiciously

» Ensure you know who to report potential security incidents to within your 
organisation

» Australian Cyber Security Centre national cyber security hotline –
1300CYBER1: https://www.cyber.gov.au/acsc/view-all-content/news/acsc-call-
247

https://www.cyber.gov.au/acsc/view-all-content/news/acsc-call-247


19 Technology for social justice  | www.infoxchange.org
www.digitaltransformation.org.au

Australian Cyber Security Centre – “Have I been hacked”

https://www.cyber.gov.au/have-you-been-hacked

https://www.cyber.gov.au/have-you-been-hacked
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Key takeaways for you

1. Always use strong unique passwords

2. Beware of phishing emails. Email addresses can be ‘spoofed’ and appear to originate 
from people you know; validate requests if they appear suspicious

3. Remember fraudsters can create websites mimicking the real supplier or banks to 
capture your information.  Do not log in to a web page that you have reached through 
a link in an email, particularly for finance-related matters.

4. Store sensitive data only in designated locations

5. Use multifactor authentication (MFA) on accounts for important or critical IT systems

6. Know your IT and security policies provided by your organisation

7. Know who to report something suspicious to if you’re worried or unsure
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Useful resources
» Digital Transformation Hub cyber security guides

https://digitaltransformation.org.au/guides/cyber-security

» Book a consultation with NFP Digital Technology advisor 
https://digitaltransformation.org.au/book-expert

» Australian Cyber Security Centre (ACSC): https://www.cyber.gov.au

» ACSC tool: Have you been hacked: https://www.cyber.gov.au/have-you-been-hacked

» Can you spot a scam(phishing) message?: https://www.cyber.gov.au/acsc/view-all-
content/programs/stay-smart-online/scam-messages

» ACCC Scamwatch Report a scam: https://www.scamwatch.gov.au/report-a-scam

» Report CyberCrime to Australian Cyber Security Centre 'ReportCyber’:  
https://www.cyber.gov.au/acsc/report

» Check if your personal details have been compromised in a data breach: 
https://haveibeenpwned.com/

» Guidance on Identity Theft: https://www.idcare.org/

» Microsoft Office Training options 
https://digitaltransformation.org.au/guides/tech-foundations/training-options-microsoft-office-products

https://digitaltransformation.org.au/guides/cyber-security
https://digitaltransformation.org.au/book-expert
https://www.cyber.gov.au/
https://www.cyber.gov.au/have-you-been-hacked
https://www.cyber.gov.au/acsc/view-all-content/programs/stay-smart-online/scam-messages
https://www.scamwatch.gov.au/report-a-scam
https://www.cyber.gov.au/acsc/report
https://haveibeenpwned.com/
https://www.idcare.org/
https://digitaltransformation.org.au/guides/tech-foundations/training-options-microsoft-office-products
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Questions and discussion


