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We acknowledge the traditional custodians of the land and
pay our respects to Elders past, present and emerging.
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Agenda

» A view of current cybersecurity threats facing organisations
» The top 5 things all non-profit staff must know to keep their organisation’s data safe

» High-level overview of imperative cybersecurity measures every organisation needs to
have in place

» Resources to get the basics in place
» Live Q&A for issues specific to your organisation’s IT environment

Digital
www.digitaltransformation.org.au Transformation
Hub

3 Technology for social justice | www.infoxchange.org



Security in the headlines
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Security in the headlines
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Key message

The human element plays a significant role in the successful
delivery of security in today’s organisations

Security behaviour Is greatly influenced by you and your
perception of risk. These perceptions can be changed

(Adapted from: Awareness is only the first step, https://www.riscs.org.uk/wp-content/uploads/2015/12/Awareness-is-Only-the-First-Step.pdf)
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Scams Awareness Week 2021

8 Nov 2021

“The more we talk about scams, .
the less power they have.”

Stop scams. Speak up. €

Speak up today

How to talk about scams

Scam stories: how speaking up helps
Fun activities

Take part: campaign resources

Scamwatch tools and resources

Scams Awareness Week 2021 takes place 8-12 November. This Scams Awareness Week we're
encouraging everyone to start a conversation about scams to reduce stigma and help people

recognise a scam sooner, or prevent scams from happening in the first place.

Scams cost Australian consumers, businesses, and the economy hundreds of millions of dollars each
year and cause serious emotional harm to victims and their families.

In 2020 Australians made more than 216,000 reports to Scamwatch and reported losses of around
$£178 million. By the end of September this year, Australians had lost even more: Scamwatch received

more than 226,000 reports with reported losses of over $222 million.

(Source: https://lwww.scamwatch.gov.au/news-alerts/scams-awareness-week-2021) Digifol
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1. Know how to spot a phishing email

[Important]-Infoxchange Message Request Failed #3jmo9

@ Infoxchange Message Request;l<cid@dar‘t—werbung.de>
Ol

To

@This message was sent with High importance,
If there are problems with how this message is displayed, click here to view it in a web browser,

Office 365
Dear NS

Office 365 has prevneted the delivery of 3 new messages
to your inbox as of Monday, August 10, 2020 9:25:50 PM (UTC).

You can review these here and choose what happens to them.

Thanks

€3 Reply

& Reply All

— Forward

Tue 11/08/2020 6:26 AM

8 Technology for social justice | www.infoxchange.org
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» Staff member received this
email about messages that
could not be delivered

» Clicked on the ‘Review’
button. Was presented with a
what looked like a standard
SharePoint login page with
their username already filled

» They entered their password
and clicked Log in

» Fortunately, Multi-factor
authentication is employed
and account access was
blocked

» The staff member was still
asked to change their
password
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Know how to spot a phishing email

Hello

. ﬁo@executive-directoronly.com>
To

€ Reply

Hi (.
I'd like to change my EFT dd info, can it be effective for the current pay date ? My old account is closed and | changed to a new financial institution.

Thanks

!roject Manager

&5 Reply Al —» Forward
Fri

» Emall request received by
payroll department appearing
to be from a staff member
requesting a change of bank
detalls

22/03/2019 12:05 PM

» Payroll department
responded requesting new

bank details and not noticing

Hello

. ﬂ@executive—directoronly.com>
To

Find my direct deposit account information below and kindly effect the change. Write back to let me know when deposit starts with my new information..

<) Reply

QUDOS BANK

BSB: 704 8565

ACC NUMBER: 00046250

Thanks

Project Manager

% Reply Al —» Forward

Fri

the ‘from’ email address

22/03/201912:30 PM

» The second email was
received by payroll at which
point, due to the grammar in
the email they realised this
was not legitimate
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/i PHISH

A phishing message will generally feature some of these attributes:

o T — B = — g
= ~ g — -~ —
- oV .

.

“Reply to” address different
to the “From:” address.

- = B To: taxrefunds@gmail.com

'N Subject: Re:Tax Refund Confirmation

. 1| From: taxrefunds@atogoy.com

L8 To: john_doedmoneybank.com.au
Subject: Tax Refund Confirmation &
Attachment: Tax_Refund pdf.exe Attachments

you didn’t
ask for.Don't
open them.

I8 Strange “From:" address

Poor spelling,
grammar or
design

TAX REFUND NOTIFICATION

Dear Tax payer,

Generi C After the last calculation of your fiscal activity we have determined that
you are eligitle to receive a refund of 286.22 AUD. Access the following
8 reet n 85 link to submit your Tax refund. The deadline for refunds is this Friday.

z htmpifato. goovau conw |
Chick or tap o foliow link | ©
Urgent calls
To submit your tax refund by oTher means, call 1300 720 052

A refund can be delayed for a variety of reasons. For example submitting to aCtIO n
invalid records or applying after the deadline.

Sincerely,
Australian Taxation Office
Document Reference: 927384936

Strange links - position your cursor
to 'hover’ over a link without clicking.
Does the address look right??



Can you spot a ‘phish’?

You receive this email from myGov asking you
to verify your identity. What would you do?

Australia Government <no-reply@aussie (on;

no-reply@aussie com

ect Australian Government and myGov must vErITy yoUroentity 09:26

lyto no-reply@aussie.com

-\ustnltan Government @

Please DO NOT REPLY by email as this mailbox Is not monitored.

This is a message from the myGov Team.

Australian Government and myGov must verify your identity - (Part 4.2,
paragraph 4.2.13 of the AML/CTF Rules).

Click go to myGov and proceed with the verification.
Thank you

Message reference: UEO18

:] Click the link-it looks legitimate

:] Delete the email-it’s a scam Digital
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Can you spot a ‘phish’?

Your boss sends you this email — what should
you do?

Friday 17/08/20 218pm
Doe, John <john@services.com>
URGENT: gift cards needed ASAP for clients

To Sandra@services.com

HI Sandra

Are you busy? I'm In a meeting for most of the day and forgot | need some gift cards
for a big client meeting tomorrow. Can you buy ten $100 gift cards for me ASAP and
let me know when you have them?

Emall Is the best way of contacting me at the moment.
Thanks,

John Doe

The Services Company
Chief Executive Officer
Emall; john.doe@aservices.com

:] Buy the gift cards

:] Ignore the email and contact IT Digital
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2. Know where to store sensitive information

» Sensitive data such as health data and client records should only
be stored in certain places e.g. client data in a Client and Case
Management System

» [f your organisation has not made it clear where you should store
certain data so that it is appropriately protected, then you should
ask

Digital
www.digitaltransformation.org.au Transformation
13  Technology for social justice | www.infoxchange.org Hub



3. Use good password practices

» Know how to pick a strong password

* Longer, alphanumeric passwords or a phrase not containing
your personal information and that only you know is best

- Do not reuse passwords

» Use multi-factor authentication: the practice of using a password
and another factor to log into a user’s account. Examples of
additional factors include Google Authenticator or Microsoft
Authenticator

I @ Contoso Corporation [ v
| " Facebook v
kaygo1988@outlook co

339813 ¢

» Do not share accounts or passwords
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4. Keep your device secure

» Physically protect your device

» Lock your screen when device is left unattended (Windows: Ctrl + Alt + Del; MAC:
Ctrl+ Cmd + Q)

» Do not install or use unauthorised software

» |f using your own device (BYOD) such as mobile phone or other device for work
* Only store information your organisation is comfortable for you to store
* Ensure the device has appropriate security controls e.g.
- PIN, passcode, fingerprint to unlock
- Security updates are installed
- Remote wipe capability
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5. Report anything you’re not sure about

Security incidents are adverse events which pose a threat to an organisation’s
Information systems and services

» Report anything you're worried about e.q:
* Any unfamiliar activity on your devices
 Disclosure of information to unauthorised person
 Lost devices, removable media with organisation’s information
« Unescorted person on office premises acting suspiciously

» Ensure you know who to report potential security incidents to
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Key takeaways for you

N o 0k

17

Always use strong unique passwords

Beware of phishing emails. Email addresses can be ‘spoofed’ and appear to originate
from people you know; validate requests if they appear suspicious

Remember fraudsters can create websites mimicking the real supplier or banks to

capture your information. Do not log in to a web page that you have reached through
a link in an email

Store sensitive data only in designated locations

Use multifactor authentication (MFA) on accounts for important or critical IT systems
Know your IT and security policies provided by your organisation

Know who to report something suspicious to if you're worried or unsure
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Useful resources

» Digital Transformation Hub cyber security guides
https://digitaltransformation.org.au/guides/cyber-security

» Bookt a consultation with NFP Digital Technology advisor https://digitaltransformation.org.au/book-
exper

» Scams Awareness Week 2021: https://www.scamwatch.gov.au/news-alerts/scams-awareness-week-2021
» ACCC Scamwatch Report a scam: https://www.scamwatch.gov.au/report-a-scam

» Can you spot a scam(phishing) message?: https://www.cyber.qgov.au/acsc/view-all-
content/programs/stay-smart-online/Scam-messages

» Cybersecurity awareness month resources from ACSC (October 2021):
htips://www.cyber.gov.au/acsc/view-all-content/news/cyber-security-awareness-month-2021

» Report CyberCrime to Australian Cyber Security Centre 'ReportCyber’:
https://www.cyber.gov.au/acsc/report

» Check if your personal details have been compromised in a data breach:
https://haveibeenpwned.com/

» Guidance on Identity Theft: https://www.idcare.org/
» SANS Security Awareness Tip of the Day: https://www.sans.org/tip-of-the-day

» Microsoft Office Training options _ o _ _ _
https://digitaltransformation.org.au/qguides/tech-foundations/training-options-microsoft-office-products

Digital
www.digitaltransformation.org.au Transformation
18  Technology for social justice | www.infoxchange.org Hub


https://digitaltransformation.org.au/guides/cyber-security
https://digitaltransformation.org.au/book-expert
https://www.scamwatch.gov.au/news-alerts/scams-awareness-week-2021
https://www.scamwatch.gov.au/report-a-scam
https://www.cyber.gov.au/acsc/view-all-content/programs/stay-smart-online/scam-messages
https://www.cyber.gov.au/acsc/view-all-content/news/cyber-security-awareness-month-2021
https://www.cyber.gov.au/acsc/report
https://haveibeenpwned.com/
https://www.idcare.org/
https://www.sans.org/tip-of-the-day
https://digitaltransformation.org.au/guides/tech-foundations/training-options-microsoft-office-products

