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We acknowledge and pay our respects to Aboriginal and Torres Strait Islander peoples as the First Peoples of
Australia, whose ancestral lands and waters we work and live on throughout Australia. We honour the wisdom of,
and pay respect to, Elders past, present and future.
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Agenda

Agenda item

Welcome 10 mins

Introduction to the cybersecurity threat landscape 10 mins
Common scams affecting ndividuale & busnesses  fomns
CaseStUdles&mdustryexamples10mms ......................
TlpsandkastoprOtectyourself10mms ......................
Q&Ammms ......................
Disclaimer

You are permitted to use this presentation pack solely for the purpose of attending the Connecting Up Webinar. Except with our prior written
consent, you may not:

a) show or provide a copy of this presentation pack to any third party or include or refer to our name or logo in a public document
b) make any public statement about us or the content in this presentation pack

c) alter or modify the whole or any part of the presentation pack nor permit the presentation pack or any part of them to be combined with, or
become incorporated into, any other materials.

This presentation pack has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You
should not act upon the information contained in this presentation pack without obtaining specific professional advice. No representation or
warranty (express or implied) is given as to the accuracy or completeness of the information contained in this presentation pack, and, to the
extent permitted by law, PricewaterhouseCoopers , its members, employees and agents do not accept or assume any liability, responsibility
or duty of care for any consequences of you or anyone else acting, or refraining to act, in reliance on the information contained in this
presentation pack or for any decision based on it.

PWC PwC'’s Liability limited by a scheme approved under Professional Standards Legislation.
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Cyber threat landscape

The Cybersecurity threat landscape involves adversaries from a range of threat actor groups, who have specific

motives to perform attacks on target assets.

Adversaries

Nation Terrorists Organised crime Hacktivists Insiders
State and criminals
Evolving
A 01010
11 ﬂﬂﬂ @ oiorol technology
Motives )
Financial Influence social Patriotism Economic and/or Personal
gain or business military or professional Cyber Threat
change advantage revenge
Landscape
00 Pa ()
633 I . /N
1Y == 1=
Targets : '
Greater
Corporate/ Ideological Critical Emerging Confidential P
trade secrets supporters infrastructure technologies information con neCt“”ty
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Confidentiality

Integrity

Availability
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Data leakage or theft

Externalisation of
confidential
data/information

Data manipulation

Unauthorised
modification of
data/information

Service Disruption

Unavailability of
data/information

of processes to perform
operations




Cybersecurity threat landscape

The Cybersecurity threat landscape has continued to evolve with an increase of attacks, scams and reported

losses. The Australian Cyber Security Centre (ACSC) reported the following over 2020-2021:
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Online Scams - Fraud, online shopping
scams and online banking scams were
the top reported cybercrime types.

Reports - Over 67,500 cybercrime
reports, an increase of nearly 13 per
cent from the previous financial year.

Losses - Self-reported losses from
cybercrime total more than $33 billion.

Source: ACSC Annual Cyber Threat Report 2020-2021

PwC

®

EI

i

Pandemic Attacks - More than 75 per
cent of pandemic-related cybercrime
reports involved Australians losing
money or personal information.

Pandemic Reports - Over 1,500
cybercrime reports of malicious cyber
activity related to the coronavirus
pandemic (approximately four per
day).

Ransomware - Nearly 500 ransomware
cybercrime reports received, an increase
of nearly 15 per cent from the previous
financial year.
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NGO/NFP Sector -
The PwC Threat
Intelligence team
reported 29 individual
incidents in the NGO

sector (top 10 of all
sectors) globally
throughout 2021.

Source: PwC Cyber Threats 2021:
A Year in Retrospect



Key themes in 2021

PwC’s 25th CEO Survey found that 52% of CEOs say cyber risk is inhibiting their company’s ability to innovate.
The below are the key themes highlighted in the PwC Threat Intelligence team’s annual Year in Retrospect report.
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Ransomware

Rt
IT

Supply Chain
Compromise

>

0-days

@
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Commercial
Espionage

Ransomware continues to
be the most significant cyber
security threat faced by all
organisations irrespective of
industry sector or location.
Its impact can also be felt
across organisations’ supply
chains and international
operations, and can affect
civil society. Ransomware
operations are increasingly
run as organised business.

PwC

Supply chain compromise
is here to stay, now part of the
‘new normal’ of the cyber
landscape with cyber criminal
threat actors as well as APTs
adopting this tactic. After the
high profile and brazen
targeting across the last year,
we assess that focus should
likely shift to detection and
response.

The leveraging and
exploitation of 0-days has
increased, and is likely to
continue to do so. Similar to
supply chains, defence in
depth could prevent the
potential impacts of such a
trend.

Commercial espionage
continues to be a primary
driver in the cyber security
market, with companies
selling offensive security
solutions such as spyware,
0-day exploits and related
capabilities to entities who
would then go on to use for
malicious campaigns.
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Civil society

Civil society is consistently
targeted by espionage-
motivated threat actors.
These may include countries
purchasing spyware tools
from commercial brokers for
the purposes of using them
against their own citizens, or
APTs targeting individuals,
dissident communities,
NGOs, activists, as well as
journalists.
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Top Predictions for 2023-2025 and Beyond

Gartner has unveiled the below predictions on trends for 2023 and beyond, and recommends leaders to build
these strategic planning assumptions into respective cybersecurity strategies.
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Privacy rights Ransomware payments Resilience
Privacy regulation to cover 30% of nation states will pass 70% of CEOs to
5 Billion citizens and 70% of legislation that regulates mandate a culture of
global GDP ransomware payments, fines and organisational resilience

negotiations (up from 1%)

[\

oy

Third parties Consolidation Accountability
60% of organisations 80% of organisations will 50% of C-level executives
will use cybersecurity adopt a strategy to unify web, will have performance

risk as a primary cloud services and private requirements related to

determinant for conducting application access from a risk in their contracts -
business with third parties single platform shifting the accountability

of cyber risks to senior

Source: Gartner 2022 Press Release: Gartner Unveils the Top Eight Cybersecurity Predictions for 2022-23 business leaders

PwC
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Common scams
affecting individuals
& businesses
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Consider this scenario

e It's a Friday afternoon, and you are about to go and pick up your kids or meet your S REEEEr s
friends after work

e You receive an email from your boss requesting an urgent payment be made to a
priority client

e You download and open the email attachment titled “payment transfer information”

e After opening the attachment, a message pops up notifying you that a software
update is required and prompting you to call the IT support desk for help

e You call the IT support team using the provided number and ask them to help you
with the update

e The IT support team asks for your full name, email address, and password

e You start the update and leave your computer unlocked for the weekend

e On Monday, you go to log in to your account but can’t access any of your systems or
data

What red flags or potential indicators of a cyber threat

you can see here?

PwC 13



Why scams?

54% -
increase 60% 13 million

in the total loss from of employees opened suspected scam calls are
Business Email emails they weren't fully blocked by Telstra per
Compromise (BEC)

attacks in FY 2020-211

(compared with FY 2019-20)

41%

of employees failed to
notice a phishing

message because they

confident were safe. month. were tired.

286,000 47%

0 :
82% Australians reporting they OIVIOIKEIS CItE

of breaches involve the distraction as the main
human element e EEEnnEe 21 yoel factor in their failure to

spot phishing attempts.

PwC 14
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Common scams targeting businesses and individuals

during the End of Financial Year period it
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. . . . 6:00 pm ull 4G
A text message harvesting personal details or delivering < g
malware

Text Message
Today 6:00 pm

Our guard is down when we’re on our phone ATO: You are suspected in
cryptocurrency Tax Evasion.

Watch for urgency, offers too good to be true, and dodgy Connect your wallet to provide
links detailed information, visit

https://ato.gov.au.crypto...

Email scams are a primary tool used by attackers to steal
. money, account credentials, and sensitive information.
Email scams Types of email scams come in many forms, including:

H i i . Helo Dear Customer.
(I nc BE C) ° Phlshlng M(_)netary theft recenty we have Smised your account access die 3uspected and logel uses
. Credential theft ¢ Wire Fraud Please Check your account as $00n s you can by Clicking the button below

Malware *  Supply-chain attacks

Phone call scams are fraudulent phone calls made to trick
Phone Ca" people into giving money or revealing sensitive information.

scams Frequently involves a criminal pretending to represent a
trusted institution, company, or government agency.

PwC 15
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<~ New Billing Details - URGENT!!!
An email from a senior executive, or supplier, requesting an

[ B B o urgent payment, or pgyment to a new account.. . _
Fri 29/04/2022 8:20 AM The sender may be either have access to a legitimate email
To: You account, or be spoofing that account
Invoice - April 2022.pdf
@ 1nK\gome pri p v
Hi lene; Homeless Charity, One Treasure Island: $625,000 BEC loss
See attached our new billing details. In June 2021, we learned that San Francisco-based homelessness

charity Treasure Island fell victim to a devastating, month-long
$625,000 BEC attack after hackers infiltrated the organisation’s
Kind regards, bookkeeper’s email system.

Please send payment for your latest invoice (attached) ASAP to confirm you have received this email.

John Smith The hackers found and manipulated a legitimate invoice used by

Accounts Manager one of Treasure Island’s partner organisations. Staff at Treasure
Island transferred a loan intended for the partner organisation
straight into the cybercriminals’ bank account. The nonprofit sadly
lacked cybercrime insurance.

Pied Piper

Reply Forward

PwC 16


https://www.wsj.com/articles/hackers-stole-650-000-from-nonprofit-and-got-away-showing-limits-to-law-enforcements-reach-11623058201

Phishing

o Tolstra 4G 303 pm Y um
< vy
GOV

PwC

Text Message
Today 2:52 pm

You've received a new
message regarding
the COVID-19 safety-
line symptoms and
when to get tested in
your geographical
area. Visit https://
covid19-info.online/

Due to natural disasters, Australians
are entitled to an 8% bonus on their
2020 tax return. Please begin the
process by filling out the form
below.

https://my.gov.verification-

digital.com
(0 JA) ()
eee00 4G 8:54 PM 75% )
( Messages Details

You are due to receive
an ATO refund of
$2675.51. Visit
www.atorefund.com and
logon with your phone
number XXXXXXXXXX
and ATO PIN:
80171337076 to claim
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These emails most commonly direct target recipients to an
attacker-controlled website that delivers malware or intercepts
user credentials.

Australian Government department

On 7 April 2020, the ACSC received a report from an Australian
Government department that a senior staff member’s email was being
spoofed as part of a COVID-19 themed phishing campaign. The email
contained an attachment with embedded malware that was designed to
steal sensitive information such as banking usernames and passwords.

Educational institute

Users receive via email a document shared with them through Microsoft
OneNote, a collaborative note-taking app. Once they clicked on a link, it
directed them to a login page on the institutes Sharepoint, another
collaborative platform, where credentials are stolen.

17



Steps to avoid scams

PwC

Pause

G

Before clicking
Before paying
Before opening
Before actioning
request

e \erify payment
requests with a
phone call

e Validate
requests for
personal
information

Use
Secure
Platforms

=T
ITT

Use existing
payment gateways
and platforms

Education

awareness

€

How to spot scams
How to report them
Never provide
credentials

Secure
your data

&L

Secure storage of credentials
Secure TFN and important
banking details

Consider how much corporate
information is available
publicly

Use strong passphrases and
MFA

18
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Payment will be raised on {

5672017 00:47:55

Time Left

Your files will be lost on
512012017 00:47:55

Time

Contact Us

PwC

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAOT & e Ve e e T I

Send $300 worth of bitcoin to this address:

1219YDPgwueZ9NyMgw519p7AABisjr6 SMw

Ransomware is a type of malicious software designed to block
access to a computer system until a sum of money (the
ransom) is paid.

Volunteer Agency (N2)

One of New Zealand’s largest volunteer agencies working in
international development suffered a ransomware attack in may
2021. Attackers locked and encrypted vital information their systems
and demanded a ransom. Backups were also encrypted.

The organisation refused to pay the ransom and has since
recovered from the attack. They however did lose some historical
information, which they were unable to recover due to the encrypted
backups.

20



Software vulnerabilities

PwC

Malicious actors aim to exploit security vulnerabilities, at times within hours
of public disclosure, patch release or technical write up.

Log4j Vulnerability (CVE-2021-44228)

What is Log4j? A logging utility written in the Java programming language. It is
used by administrators within broader systems and web applications versus being
a standalone application or program.

How does this vulnerability work? The vulnerability within Log4j allows an
attacker to remotely execute code on an impacted system. Successful exploitation
of this vulnerability will give an attacker full access to a compromised system.

Why is this vulnerability so critical? Log4j is in widespread use across
numerous systems and applications. This vulnerability is particularly concerning
because exploitation is trivial, there is publicly available exploit code, and
identifying Log4j in enterprise environments may be complex due to its prevalence
in embedded applications. Additionally, multiple threat actors are exploiting this
vulnerability.
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Supply chain

PwC
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A supply chain attack occurs when a threat actor infiltrates your
system through an outside partner or service provider with access to
your systems and data

Accellion File Transfer Appliance breach 2021

Late last year, cybercriminals exploited vulnerabilities in Accellion’s
File Transfer Appliance, which is used to move large and sensitive
files within a network, to expose private data such as social security
numbers and banking information. The motive of the attack was
believed to be for financial gain. Victims who were Accellion’s clients
were wide ranging, including Federal Reserve Banks, government
departments, a leading grocery chain, universities, cybersecurity
technology firms, and many more. In Australia this included ASIC
and Transport for NSW.

22
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Tips and tricks to protect you, your family and your
organisation

D . :
m prorect PN T dare \

3ouv aounts =X

with mutti- Lo Jour gewces (\‘

}ac&o( authentication to
A _ protect N

important
information

Use long
unique passwov 6
and consider a password
manager Scrutinise
communications

vegulavly o the
loud or an
extevnal havd dvive

all incoming
for the signs of
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Where to find help

Digital
Transformation o Australian
Hub / "\C < C T

digitaltransformation.orqg.au cyber.gov.au/

Australian

Chariﬂes and
Not-for-profits
Commission

dacnc.gov.au

PwC
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https://www.cyber.gov.au/
https://digitaltransformation.org.au/
https://www.acnc.gov.au/
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Resources for Not For Profits:

https://www.pwc.com.au/about-us/social-impact

‘ e‘\ Downloadable resources
4
- Download our Privacy Guidelines for Not-For-Profits

rivacy-guidelines-for-not-for-

= Download our End User Security Policy Template
(NFPs) @" .
b . e A
Cybersecurity for Not-for-profits (NFPs) [ e =
Understanding customer privacy and data security requirements
< ' Download our Privacy Policy Template ; Webinar 101 for Not-for-profits
.
n Information Security Policy template IT security register template
' o

PwC


https://www.pwc.com.au/about-us/social-impact/privacy-guidelines-for-not-for-profits-nfp.html
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Thank you




