Cybersecurity
experts on your side




Leonardo Corso

Pre-Sales Engineer
ESET Australia
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Canon data leaked online after company
refuses to negotiate with ransomware
attackers

By Joel Khali

Over 82,000 Aussies’ details leaked in
crypto scam

Drinks maker Lion shuts IT systems
after 'cyber incident'

Retailer IN SPORT's head office hit by
ransomware

Fisher & Paykel Appliances struck by
Nefilim ransomware

BlueScope IT 'disruption' feared to be
ransomware attack
Toll Group confirms "targeted"

ransomware attack

ASIC joins Reserve Bank NZ as victim
of Accellion hack

13 days ago

t appears Canon has not yet given in to ransom demands

18  CARNIVAL CORPORATION HAS BEEN HIT BY A RANSOMWARE ATTACK ON

AUG ONE OF ITS BRAND'S IT SYSTEMS.

Australian universities investigating 'deeply concerning'’
hack of controversial exam software

Garmin goes down after suspected
ransomware attack

Service NSW hit by email compromise
attack

Mass hack incident exposes Tasmanian
patient's medical data on public website

10/01/2021 | Tmin

https://www.webberinsurance.com.au/data-breaches-list



https://www.webberinsurance.com.au/data-breaches-list

SMART SECURITY

Network threa* blocked

y threa

A th||—=‘r (CVE-2017-0144 eternalblue) was found when

vas redirected to access a web server that installs
ma l are, Thl_- can be an attempt to gain control over
your computer,

The threat was blocked.




= PACKAGES COMPARISON =-

Package
#3

Package
#2

Package
#1

Package

Subscription 1 Month
Darknet C&C Dashboard Yes

Features: Delayed Start, Delayed Encryption, Mutex, Task Manager/Registry

Editor Disabler, UAC Bypass, Desktop Wallpaper Changer Ao

Offline Encryption No

Support No

Real-Time Client Manager No

Dropper No
Clone No
FUD+Obfuscator Buy
Unkillable Process No
FUD Stub # 1

Price 120 USD

6 Months

Yes

Yes

Yes
Yes
Yes
Buy
Buy
Buy
Buy
1

490 USD

12 Months

Yes

Yes

Yes
Yes
Yes
Yes
Buy
Buy
Buy
2

900 USD

12 Months

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

12

1900 USD




How networks get
compromised and
how too avoid being
exposed to a breach?
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Nice clean

network
|

Phishing email
with malware

|
Malware via USB or

other social
engineering

|
Data stolen

or
encrypted



ABOUT THISTRAINING
We I C O I I I e I » Please turn on your speakers or use headphones for this training.
® < Ifyou need to stop and come back, it will resume where you left off
ESET CYBERSECURITY * You can follow along with a transcript of the audio by clicking the hamburger menu
AWARENESS TRAINING on the top left
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The world is changing and so is ESET

Targeted
Attacks

Compliance

Managed

Threat Hunting Attack Prediction

& Response
Machine Learning
Ransomware
File-less UEF
attacks

Cyberwarfare
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ESET LiveGrid® ESET Machine Behavioral Detection
Learning and Blocking - HIPS



Technology principles

& G &

Reliability High Low Ease of use
detection performance
impact
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Thanks for your time




