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Zoho Corp.
25 Years of Impact

We are proud to
announce that ZOHO
corporation is
celebrating 25 years!

https://www.zoho.com/25/
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2010

(Est. 1996)

\0’ WebNMS

loT division of Zoho Corporation

(Est. 1996)

Internet of things for your

enterprise
- loT Platform for connected
enterprise applications.

- Customized |oT Solutions for energy,

remote, and mobile asset management.

- More than 25,000 multi-vendor
network management

« AN
ManageEngln@
(Est. 2002)

Bringing IT together
Comprehensive IT management
software for all your business needs.
- IT Service Management,

- IT Operations Management,

- Endpoint Management
- Active Directory Management
- IT Security
- IT Analytics

2 0D

(Est. 2005)

The Operating System

for Business
Zoho has everything businesses
need to boost sales,
step up productivity, and manage
all day-to-day activities.
- Tightly integrated.
- Ready for mobile

ManageEngin@



\0’ WebNMS

IeT Division of ZOHQ Corporation

Award-winning enterprise NMS/EMS platform with over 1,000 deployments
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The Operating System for Business

With its current suite, Zoho can replace at
least 400 different business products
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/T Management Division of ZOHO Corp

Cloud & On-premises applications to manage IT Operations
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IT service management

ITIL ready service desk

IT asset management with CMDB
Knowledge base with user self-service
Built-in and custom workflows
Orchestrate allIT management functions
Reporting and analytics

Service management for all departments

Unified endpoint management
Desktop management

Mobile device management

Patch management

0S and software deployment

Remote desktop support

Web browser security

Monitor & control peripheral devices

Endpoint privilege management and application contral

IT secu rity management
Unified SIEM for cloud and on-premises

Al driven user and entity behavior analytics
Firewall log analytics

SSH key and SSL certificate management
Endpoint device security

Data leakage prevention and risk assessment
Regulatory and privacy compliance

ManageEngin@
BRINGING IT TOGETHER
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Desktop and Mobile

Actwe Directary

iT Security

Matwpir

Available For
Enterprise IT
Managed service providers (MSPs)

as

Self hosted on-premises
Self hosted in public cloud (AWS, Azure)
Cloud (Saas)

Identity & access management
Identity governance and administration
Privileged identity and access management

AD and Azure AD management and auditing

550 for on-premises and cloud apps with MFA
Password self-service and sync

Office 365 & Exchange management and auditing
AD & Exchange -backup and recovery

IT operal:ions management

Network, server and application performance monitoring
Bandwidth monitoring with traffic analysis

Network change & configuration management
Application discovery & dependency mapping

Cloud cost and infrastructure monitoring

End user experience maonitoring

AlOps

Advanced IT analytics

Self-service IT analytics

Data visualization and business intelligence for IT
Hundreds of built-in reports and dashboards
Instant, flexible report creation

Out of the box support for multiple data sources
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Contextually integrate

MinageEngin?

ADManager Plus
Windows active directory
management & reporting

User management
Reset user passwords

ManageEngin?

OpManager
Network monitoring

management

Automatic incident
creation for network alarms

Advanced analytics
Better insights into your ITSM data
ManageEngin?

Analytics Plus

(on-premises) (on-cloud)

ManageEnging '
Applications Manager
IT operations management
Monitoring servers, databases, and ERPs
Faster troubleshooting

ManageEngin?

ServiceDesk Plus

+ ﬁ Analytics

HanageEngineT‘

Desktop Central
Desktop & mobile
device management

Automated patch deployment
Software deployment
Mobile device management

0

ManageEngin?
ADSelfService Plus
End user password

reset management

Self service password reset
Self service account unlock
Self update of personal details

ManageE ngun?
Password Manager Pro

User password management

Remote access to users' accounts without manual logging

Get information on users' resources and passwords
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200,000+

Global Customers

30% annual growth
3 million users

190 countries

29 languages

SMB to enterprise

60% Fortune 500
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One of the first

N,
MAKE N INDIR:

Success Story
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H H 10000+ Employees A
HQ & Regional Offices 10000% Em “

R&D in India

NETHERLANDS
USA MEXICO ‘

UAE

AUSTRALIA CHINA JAPAN SINGAPORE
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Teams spread over 18 locations

USA
L J

Mexico

Canada
]

Brazil
razil o

UK The Netherlands

® Germany
France

UAE @

Africa
[ ]

India

China
[ ]
Japan
® Singapore
Australia
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Our extended arms

200+ Channel & Technology Partners across the globe

Asia Pacific Europe  Africa  Middle East  North America  Latin America
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Our Data Centers

Washington

® Dallas

Dublin

® Amsterdam
Beijing
o
Shanghai

Mumbai ®
® Chennai

® Sydney
Melbourne
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Data Center Certifications

uUs

Central Washington
SOC1TYPEINl | SOC2TYPEI | HIPAA | PCIDSS

Dallas
SOC1TYPEIl | SOC2TYPEIl | SOC3

Australia
Sydney
SOC1TYPEIl | SOC 2 TYPEIl | I1SO 27001

Melbourne
SOC1TYPEIl | SOC2TYPEIl | 1SO 27001

China

Shangai

ISO 27001 | 1SO 22301 | CNAS
Beijing

ISO 9001 11S0O 22301 | 1S0O 27001

India

Chennai
ISO 27001

Mumbai
ISO 27001 | ANSITIAISO 20000-1:2011 | SOC1TYPEIl

Europe

Amsterdam
ISO 27001 | ISO 22301

Dublin
ISO 9001 | 1SO 27001

SOC 2 TYPEI
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Datacenter Security

Encryption at rest Role-based access controls
Encryption in transit Logging, auditing and monitoring features
Single-sign on Features to enhance privacy of personal data

Multi-factor Authentication

Organizational security Operational security

Physical security Incident management
Infrastructure security Responsible disclosures

Data security Vendor management

Identity and access control Customer controls for security

ManageEngin’?



Digital Technology in the NFP

Source: “Djgital Technology in the not-for-profit sector” report published by Infoxchange, Connecting Up and TechSoup




Key findings

Only 30%

of not-for-profits already had
all the systems and software
needed for staff to work from
home during COVID-19.

54%
of not-for-profits are less

than satisfied with the way
they use technology.

49%
of not-for-profit staff are less

than confident using technology
and information systems.
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46%

of not-for-profits do not
have ways of actively
monitoring information
security and cyber risks.

52%
of not-for-profits are using

at least one type of new or
emerging technology.

A%
of not-for-profits said improving
their website is a fop priority.

ManageEngin@



of organisations are
using at least one type
of new or emerging
technology

()

Top 10 new or emerging technologies

24%

Mobile apps

12% é

Assistive technology,
e.g. for people with
disabilities or the elderly

10% ﬂ%

Data analytics / big data,
e.g. Google BigQuery

5% o

Voice /
speech recognition

5% @

Virtual /
augmented reality

14% ﬁ‘ﬁ"ﬁ.ﬂ

Data-driven technology
solutions and platforms

12% Ele

Bulk SMS

6% %

Artificial intelligence (Al)
/ machine learning

5% ??"

Internet of Things (loT)

5% o

Drones

52%

of not-for-profits are using
at least one type of new or
emerging technology.

ManageEngin@



Online presence

Donations

43%

of not-for-profits
collect donations
online

Denations are collected through:

Direct website e-commerce 43%

External fundraising platform 394,

w.g. GiveNow, rycauss
PayPal
Facebook

Other

3%

9%

16%

Digital marketing

MNot-for- profits use:
In-house design tools 347
e.g. Carva and Adobe Creative Suite
Social media paid advertising  33%

Search engine optimisation (seo) 23%

Marketing / email autornation  21%

Google for Nonprofits pregram 20%
inc. free Google Ads

Reporting

43%

of not-for-profits
regularly track

and repert back to
management on the
performance of their
enline presence

vy
w
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Not-for-profits who have moved or plan te move to the cloud*

. Already moved or in the process ]

Plan to meve within the next two years
. We do not plan to maove

We do not know if we will move

*Does not include respendents who said
“ether” or “don't know*

Cloud small
Adoption

[IET ]
CTELLY

Key reasons for not moving to the cloud

. Data security or data privacy concerns
. Recently invested in cur own IT infrastructure
‘ Don't know encugh about the Cloud

. Don't see it as a priority

Expensive or insufficient internet connectivity

. Migration cost
O Lackof fime

E E Medium E )
() Other small 3 : : ManageEngine



What is essential For NFP’s?

<

Improving Website & its performance is on top priority
Monitoring the Online Donations are critical

Reporting back to the management on performance of the
online presence

Streamlining the usage of new technologies like Mobile Apps
Actively monitoring information security & cyber risks
Deploying applications/systems that supports the new normal
(WFH)

Monitoring the Hybrid infrastructure to maintain availability &
improve service performance

Ensuring smooth transition to cloud without compromising

security & availability/performance of the services

ManageEngin@
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Hybrid IT & Cloud
Monitoring

Website | Application | Server | Network | Bandwidth | Configuration | Logs




Modern Hybrid Infra
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the common IT problems,

Server error L - o 5
P ( S
S i y AR RN

Server crashes Configuring Event Slow Unexpected Troubleshooting
dependencies correlations applications downtimes

ManageEngin@
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32%
of IT admins learn about performance
Issues from their users

Source: ManageEngine survey ManageEngin@



—

Why is monitoring always a challenge?

« Applications are usually complex and dynamic

* Mix of technologies (servers, VMs, containers, cloud apps, big

data, legacy apps, etc.)

« Many moving parts in the infrastructure : lack of visibility

« Measuring huge work loads handled by various applications

ManageEngin’?
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Solving these challenges with an integrated
monitoring approach

ManageEngin@
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Hybrid Monitoring
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Heterogeneous Devices Support

Dashboard Invento Network Servers Virtualization Alarms Maps Reports
General Settings Discovery Configuration Monitoring Notifications Tools NetFlow NCM Firewall OpUtils
Groups Name Category Devices Actions Q
Device Template Windows Desktop 8 =
Device Categories Windows 2008 R2 Server 8 = W
Custom Fields Windows 2012 R2 Server 5 [C |
Vendor Template Linux Server 4 [C |
Interface Templates Windows 2012 Server 3 = o
Device Downtime Schedules ESXServer Server 2 ® m
Alarm Escalation Rules HE-Printer Printer 2 ®» @
Quick Configuration Wizard Scom 3226 Switch 1 ®» [
3Com aDSLRouterVoDSLPorts Switch 1 = m@
3Com brouterPlatform Switch 1 ® mW
Cisco 2800 Series Router 1 =
Cisco 2900 |5 Series Router 1 » @
Fortigate Firewall Firewall 1 = W
HP Switch J8698A Switch 1 & m
Juniper-SRX650 Firewall 1 [C AT

i
b
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Agent-less
Monitoring

SNMP vi/iv2c

Configure SNMP port,
read/write community
details.

Windows/WMI
Domain & credentials to
connect with a Windows
or Hyper-V device.

Nutanix

Configure credentials to
monitor Nutanix Cluster
environment.

Storage

Configure SMI/NetApp/
SNMP/CLI credentials for
monitoring storage
devices.

SNMP v3

Configure SNMP,
credentials & encryption
details for SNMP v3
devices.

VMware

Provide vCenter/ESX
credentials to monitor
VMware environments.

ucs

Provide UCS Manager's
credentials, port &
connection details.

Telnet/SSH

Configure prompt details,
username & password for
monitoring Linux/Unix
devices.

Citrix

Configure credentials to
monitor a Citrix Xen
server environment.

Backup

for taking Router/Switch
backup and configuration
change mgmt

ManageEngin



Server Performance Monitoring

Dashboard M ork Servers f o Alarms Workflow
B || S ety Lt B o~ve o m <> B
Summary  Interfaces  Virtual Details  Active Processes  Installed Software  Monitors
Device Summary rg
Avallability Timeline (fodsy
Status Q Clear
1P Address 172 o
DNS Name apm . . .
Tre  Windows 20122 « CPU Utilization
Vendsr Microsoft L, L - a
System Description Hardhware: Inteléd Family & Model 85 Stepping 4 i e .-'
AT/AT COMPATIBLE - Software: Windows Version 6.3 r L A 4 o A - -
{Build 9600 Muktiprocessor Free) I o Yy 00 1 «  Memory Utilization
Category Sorver — — -
Mariitoring [mirs) 5
. 100* o* ms -
Uplink Dependency  None ? - ) « Process Monitoring
RAM Size sco Awailability Packet Loss Response Time
Harel Disk Size 20068
«  Services Monitoring
o Recent Alarms
Currantly there are na open Alarm,
«  Windows Services Monitoring
VM Info o @ Custom Dials
« Event Log Monitoring
— -
Entity Mame opm 4 .
uuIn 5644093 5643-0193-5082-bcSPab 16637 B 1 . FilQ/FOldEfS Monitor'\ng
Guest 05 - _—
cPU 2
. 6™ 92% 40% . -
CPUSpesd | 430 CPU Utilization (WMI)  Memory Utilization (W...  Disk Utilization (WMI) «  Script Monitoring
Memary ace
Memary Overhead p——
Hast Mi-g 4 . n 5 “ “ i i
\CenterServer  Op) I~ 5 8 3 5 9 « URL Monitoring
Power State On
ConnectionStale | conected 13% kBps kBps
Last Updated Time 2019-02-18 15:27:31578

CPU Utilization (VIWeb...  Disk /O Usage [(VIWeb...  Network Usage (VIWeb...
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Application Performance Monitoring

Application Servers [24]

net  Microsoft NET [1]

[P APM Insight [2]*40n

[ej Apache Geronimo Server [1]
GlassFish [1]

JBoss Server [5]

Java Runtime [1]

Jetty Server [1]

Oracle Application Server [1]

Resin [1]
SilverStream [1]

Tomcat Server [2]

VMware vFabric tc Server [1]
thes  Webl ogic Server [1]

[ws] WebSphere Server [5]

ERP [6]
‘Ai' Microsoft Dynamics AX [1]

‘ Microsoft Dynamics CRIM /
365 (On-Premise) [1]

[ OradeEBS 2]

B0 sAP Sewver[1]

BB sapccms)

m Siebel Enterprise Server [0]
Sic}

Siebel Server [0]

Database Servers [26]

DB2 for j [1]d0n

Cassandra [1]
Couchbase [1]
DB2[1]

HBase [1]
Informix [1)

MS SQL[1]
MySQL [3]
SAP MaxDB [1]
Memcached [1]

IMongoDB [3]

Neodj [3]

Oracle [1]
Oracle NoSQL [1]
PostgreSQal [2]

Redis [1]

T s@ue@dHOEPHEHO W

SQL Anywhere [1]

Sybase [1]

e
=

SAP HANA [1]

Mail Servers [2]

2 Exchange Server [1]

@ Mail Server (RTT)[1]

Services [19]

AD

2H I e D N

L

 a ®® &

il
)

=Y

Active Directory [1]

Apache Spark Master [1]

Apache Spark Worker [1]

Ceph Storage [1]
Cracle Coherence [1]
DNS Monitor [1]
FTP/SFTP Monitor [1]
Hadoop [1]

JIX Applications [1]
LDAP Server [1]

Network Policy Server
(Radius Server) [1]

Ping Monitor (EUM) [1]
Ping Monitor [1]

Service Monitoring (TCP
Ports) [3]

SNMP/Netwark Device [1]
Telnet [1]

Apache Zockeeper [1]

Web Server/Services [22]

Anm

&

) & X MM

Z [
ol U

o

EEES® 9 9BE% L

ME ADManager Plus [1]

Apache Server [1]
Apache Solr [1]
Elasticsearch Cluster [1]
Elasticsearch [1]
HAProxy [1]

IS Server [1]

Nginx [1]

Nginx Plus [1]

ME OpManager [1]

PHP [1]

Real Browser Monitoring [1]
REST API Monitor [1]

ME ServiceDeskPlus [2]
SSL Certificate Monitor [1]
HTTP(s) URLs [2]

HTTP(s) URL Sequence
(Record and Playback) [1]

Web Server [1]
Web User Experience [0]
Web Services [1]

Website Content Monitor [1]

Middleware/Portal [12]

F N

B g Yy

iid

(]
(%]

Custom Monitors [9]

&
’ﬂ
-

]

o
=

Virtualization [76]

Container [1]

Apache ActiveMQ [1]

& Docker [1]
Azure Service Bus (Classic)
1] Hyper-V Server [1]

& KVM[1]
Microsoft BizTalk [1]

@ Kubemnetes [1]
Apache Kafka [1] ~

€2 OpenShift[1]
IMi ft Skype for B
I:.IIIC&!DB oruusinass @] Oracle VM Server [2]
Microsoft MQ (MSIQ) [1] BES RefevHost[1]
MS Office SharePoint [1]%49" & VCenter[1]
Oracle Tuxedo [1] Viware ESX/ESXi [3]
- Qh VMware Horizon View
RabbitMQ [1] Connection Broker [0]

: ) @  Virtual Machine [51]

WebLogic Integration [1]

©  xennppril
IBIM Websphere Message
Broker [1]440n [ Citrix Hypervisor [1]

IBM Websphere MQ [1]#440n

Converged Infrastructure [2]

" Cisco UCS [1]
JMX/SNIMP Dashboard [1]

X Nutanix 11
Eile / Directory Monitor [4]

Windows Performance
Counters [1]

Database Query Monitor [1]

Script Monitor [2]

o™

.
@

@ B HOwHOoH

&

H Cloud Apps [47]

Amazon [1]

Instance - ALB [1],
DynamoDB [1], EC2 [19],
NLB [1], RDS [3]

Azure SQL Database [1]
Azure Storage Account [3]
Azure Virtual Machine [2]

Compute Engine [1]

Exchange Online [1]
Google Cloud Platform [1]
Microsoft Azure [1]

Office 365 [1]

OpenStack [1]

Oracle Cloud [1]
Oracle Cloud Instance [3]

Sharepoint Online [1]

SkypeForBusiness Online [1]

Windows Azure Cloud Service
(Classic) [1]
Instance - Azure Role [2]
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Network Performance Monitoring

Inventory Network Servers Virtualization Alarms Workflow Settings Reports
Qverview v Network v Servers v Virtualization v Storage v NetFlow v NCM v Firewall v
Interfaces Health Summary Realtime Alarms
Device Name Interfaces Alarm Message
OPMPLUS-Switch [ [ ] [ ] 00000O® [ X J The remote server machine does not exist or is unavailable
. . . . . . . . . . opmanhv-node2.opmanhv.com
24 Jul 2018 07:06:01 PM SGT
MPLUS P 00000000000000000000000
. . . . . . . . . . . The remote server machine does not exist or is unavailable
Opman-w2k12r2-hv
OPMPLUS-Desktopl : : : : . . . . . . . . . . . . . 24 Jul 2018 07:06:00 PM SGT
The remote server machine does not exist or is unavailable
OPMPLUS-Server5 [ ] 000000000O0FCGO0OCGFONOCFO Opm-scale2
OPMPLUS-Serverd o00O0OOGOOOOOOOOOOOOOOS 24 Jul 2018 07:06:00 PM SGT
OPMPLUS-Desktop? The remote server machine does not exist or is unavailable

anmanhv-node1

Not
Monitored

On Dependent
Maintenance Unavailable

up Down

On Hold
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Bandwidth Capacity Monitoring

Attacks Alarms Workflow Reports Settings
Overview v Apps Qos WAN Monitors wiLC Attacks NCM OPI Custom v 'l o
Top N Application Top N Protocol Top N QoS ;
Ethernet0/1[DataCentreAVC HTTPHOST] | Daily Report | IN Hourly Report igabi i ]| Hourly Report.... Device Summary
‘ é Vs ve NSEL SFlow WLC
® 0111113740448 @ AF31--364.568K8
011011 --332.439KB 000101 -~ 329.601KB
® 1cp--820878M8 ® upp-819175M8 @ AF32--313447K8 ® 010111--304.962K8
® svpApp-14121M8 @ youtube- 13744 MB ESP--669.123MB MOBILE -~ 666.884 MB ® 000011--295.742K8 000010 -+ 247.583 KB - -
GRE_App -~ 13.591M8 ESP_App--13.122MB ® GRe-665858MB ® smp--¢65226MB ® AF33--247.007K8 ® 011101--196545K8
©® eGPApp-12339M8 @ Others-98.177MB @ £GP--665.129M8 Unknown - 14.584 MB @ Others-8532MB © 10101031
Access Points:64  Flows:0  I1P:10.10.10.31
@ DataCentremainWLC.ME
: Access Points:10  Flows:5550808  IP:1.1.1.12
HeatMap Tgp N Conversation

m] | Hourly Report | IN

© 19216850131
Interfaces:2 Flows:0 1P:192.168.50.131

k) Pr— Source Destination Application Dscp Traffic
Unknown l & 1datacentermain Meraki MX64
9 |
ks ] .- 192.168.107.250 172.168.107.156 ESP_App 001001 9.99K8 Interfaces: 1 | Flows:5045900 | 1P:14.1.2
UokDowe o 192168107163 172168107208 €SP ApD 000001 9985K8 @ 2datacentermelabvomedianet.me.com
.. Interfaces:2  Flows:504616 1P:11.1.31
32 192.168.107.108 172.168.107.153 GRE_App 000101 9.982K8
.. @ 3datacentermainmulticast.me.com
.. 192.168.107.15 172.168.107.41 SMP_App cs3 9.98K8 Interfaces:2  Flows:504636 1P:1.1.1.28
.. 192.168.107.208 172.168.107.240 EGP_App 000100 9.977K8 @ Sdatacenterlabivs.me.com
== Interfaces:2  Flows:5046330 IP:1.1.1.1
@ 7datacentermelabAVCQoS.me.comNBAR
Interfaces:2  Flows:503712 1P:1.1.1.40
datacenterasamain.me.com
Recent Alarms y , ’
Hourly Report Interfaces:2  Flows:504574 1P:1.1.1.33
Top NNBARIN hacesbemmaiiovi
{192.168.50.131] | ly Report | IN atacentermainvé.me.com

Interfaces:2  Flows:504591 1P:1.1.1.34
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Network Configuration Management

Inventory Config Automation Firmware Vulnerabilities Compliance Alarms
Overview v Backup EOL Firmware Vulnerability Config Con... Changes Compliance PCl1 More + i’
NCM Devices Summary EOL Summary Configuration Backup Summary Firmware Vulnerability
Device Vendor OS Type Devices CVEID Base Severit Exploit No. of
Type Score Yy Status Affecte
d
HP Devices
Procurve HPE [NA] 1
. CVE-
Switch i
2017- 10 o ,Cr:t [NA] 4
. Ical
Juniper Juniper JunOS 1 12240
SRX
CVE- Patch
Cisco 10§ — 2017 10 Q crc Aa c'\ bl 54
h - wallal
Ci 108 54 i
Router see 56 [SSJ 3881 fcal e
o i il ® L] i CVE- Crit
EOL Devices EOL Data Not Availa. .. BackUp Success BackUp Failure 2007- 03 8 | ri (NA] 54
EOL Announced De... Not Backed Up 5552 fcal
Vulnerability Severity Summary CVE- o ot Patch
2017- 9 ical Availabl 4
ical
6736 e
@ Compliance Policy Violation Recent 10 Config Changes CVE- © ot
2017- 9 . [NA] 2
ical
6737
Policy Name Critic Major Warni Comp Host Captured Changed Change
al ng liant Name On By Type CVE-
Crit
a5 - 10 2017- 9 o '\carll [NA] 2
23 SecurityServic Q 5 5 4 1 ug l! 6738
ePolicy 1921685 2018 ‘
ncm Unauthori
0.140 18:05:51 CVE-
PM zed € crit
‘ 1 2017- 9 ical [NA] 2
CiscolOSPolic 67 21 35 16 ! 6739
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Firewall Log Management

Support

Inventory Alarms Reports Rule Management

Overview v Live Traffic Cloud Cont... Users
Firewall Traffic Statistics
All Devices | Last 24 hours

20000
& 15000
=
2
F 10000
it
8

- -
0 I
CiscoASA CheckPoint PaloAlto Fortigate1 Sonicwall 192.168.254.4
Resources

Device Name Sent Received
b CiscoASA 2.53GB 9.32GB
P CheckPoint 11.45 GB 8.9GB
b PaloAlto 47.82MB 699.35 MB
b Fortigatel 373.26 MB 5.2GB
P Sonicwall 16.52MB 20.15MB
P 192.168.254.4 OMB oMB

Compliance Search Tools Settings
VPN Rule Mgmt
Firewall Security Statistics
All Devices | Last 24 hours
M FTP
Network Security 20000
W Point2Point
W Name Service 15000
B Services £
W Mail 5
M File Sharing = 10000
W Web
[l News 5000
W SNMP
M Unassigned 0
B Messanina CiscoASA PaloAlto
Total Device Name - Attacks
18.85 GB
CiscoASA 21
20.35GB
PaloAlto 11178
747.16 MB
Fortigatel 27
556 GB
CheckPoint 1575
36.67 MB
Sonicwall -
OoOMB

Security

Fortigate1

Virus

Help Docs
Standards

I
CheckPoint Sonicwall FirePower
Event Type

Failed Log Security

Ons Events

- 594

3 27

3 1065

- 75

More «

Sophos XG

Denied
Events

11682

11370

6870

3993

2541

I Denied Events
Attacks

B Security Events

W Virus

M Failed Log Ons

M Config Changes

Config
Changes

1
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IP Address & Switch Port Management

IP Availability Summary

2537

Transient

0

Awvailable

611

Used
Port Availability Summary

1

Transient

38

Available

17

Used

IP Availability Summary HeatMap
172.21.197.0

Port Availability Summary HeatMap
192.168.49.18
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Alerts & Notifications

Run Program

=

Email based SMS

Log a Ticket

Web Alarm

Chat

=]

SyslLog Profile

Run System
Command

=]

Trap Profile
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IT Workflow Automation

/Device

(1] Add a Time Delay

& DNS Lookup

%El Ping Device

Y o

Windows Service
Get Active Services
L:\@. Pause a Service
ﬁ Restart Service

@ Reboot System

Shut D Syst ﬁ Resume a Service
o ut Down System

L:'@ Start a Service
Trace Route

ﬁ@ Stop a Service

Windows Service v
5 Test a Service

Process -

Process
HTTP&FTP -

HTTP&FTP
File v

File
Folder -

Folder
VMWare -

VMWare
OpManager -

° ¢ OpManager

kExternaI Actions Juixternal Actions

x Workflow

- /HTI'P&FI'P

File
[ CheckFile

B Compress File

R Compress Older
Files

Copy Files
Delete File

Delete Older Files

D

ER, GetFile Size
E——; Move Files
- @ Move Older Files

Rename File

2

Uncompress File

Folder

N

A

a

-

J

Instant Device Check...

ManageEngin@



All-in-one Dashboard

Inventory

Network

Servers

Virtualization Alarms

Workflow

Settings

Overview v Network

HeatMap

Clear
Critical
Attention
Service Down
Trouble

33

Devices by Memory Utilization

Device Name Min
OPM- 98
vCent; 92
Opma 80
opm-w 26
HP Prc 59
Opm-Z 15
Cisco 52
OPMc 45
HP DL 35
N2-op 42

>

I I )
)
@

0
@

[

PO
w

o r 3J 3 ~ .

2 2

s
bl

Server ~

Virtualization ~ ~ Storage ~

IP Availability Summary O & @ =

4864

o

400

Available

2610 o

Used
(]
(]
Interfaces by Errors and Discards
(]

Interface Name

Realtek RTL8139C+ Fast Ethernet NIC #3-Npcap Pack...
OPM-
Errors: 0 | Discards : 81.86 G

Realtek RTL8139C+ Fast Ethernet NIC #3-Npcap Pack...
OPM-
Errors: 0| Discards : 81.845G

Realtek RTL8139C+ Fast Ethernet NIC #3-WFP Nativ...
OPM-
Errors: 0 | Discards: 81.831G

Realtek RTL8139C+ Fast Ethernet NIC #3-WFP 802.3...
OPM-]
Errors: 0 | Discards : 81.817 G

Realtek RTL8139C+ Fast Ethernet NIC #3-Ethernet 3
OPM-
Errors: 0 | Discards : 79.405 G

Realtek RTL8139C+ Fast Ethernet NIC #4-Ethernet 4
OPM/

e 0 0000000 O0CO0

NetFlow

Name

Server

Router

Switch

Desktop

Firewall

DomainCo
ntroller

Load
Balancer

WAN
Accelerat
or
Wireless
ups
Printer
Unknown
Storage
PDU
ucs
RAID

FCSwitch

TapeLibrar
Y

URLs

Alar
ms

215

49

Infrastructure Snapshot

Devi
ces

20

Problematic
Devices

Firewall ~ DPI

Volumes with most Disk Usage

Device Name Volume
vCen| C:\Label...
Opm. C:

Opm D:

HPPI C:

opm- C:

vijay- c:

OPM C:\ Label...
OPM c:

OPM: CA Label...
opm- D:
Devices by CPU Utilization
Device Name Min
OPM( 97

HPPr, 35

k16-C 11

OPM- 30

HPD| 4

opm- 1

[gl=lV a

~ IPAM

Utilization(%)

%
. 95
72

m 52
[

[ ] 43

[ | 42

| 38

[ | 37

[ | 35

Avg

| 99
[ | 57
| 49

[ | 39

[ | 29

[ ] 28

] 19

. Custom ~

Recent Alarms

Device Name

1D=2004 i Windows-R Exha...
Opm

21Feb 201904:57:02PM IST

|D=4625 Source=Microsoft-Windows-Security-Auditi...
Opm
21Feb201904:56:34 PM IST

1D=1014 Source=Microsoft-Windows-DNS-Client Typ...
Opm)
21 Feb 201904:55:58 PM IST

|D=6002 Source=MSExchange Mid-Tier Storage Type=...
Opm|
21Feb 2019 04:52:49 PM IST

ID=700 Source=NTDS ISAM Type=3 Message=NTDS (..
Opm
21 Feb 2019 04:43:34 PM IST

APM Plugin: Health is critical as the resource is not ava...
HPD
21Feb201904:35:11PM IST

1D=1010 Source=MSExcha ngeFast.e
Oomd




Advanced Reporting

OpManager

[J System
4 Health and Performance

@ Availability and Response

w

Inventory

WAN RTT Monitors

VolP Monitors

a @ (8

Virtual Servers Report

((}

Storage Reports
7l Forecast Reports
Ell Nutanix Reports
L) WLC Reports
Al Meraki Reports
¥7 My Favorites

B Advanced report

NetFlow

@ SearchReport

o

Report Profiles

Forensics

B

ﬁ

Consolidated Report

Compare Reports

H R

Protocol Distribution

i

Inventory Report

LAN WAN Report

@M

Geolocation Report

Billing

B

Forecast
(® Schedule
WAAS Dashboard

WAAS Devices List

NCM

Hardware Inventory Report

Firmware Inventory

E Device Inventory

Network Health Status
Device Management Status
B Device Audit

P?{ Startup-Running Conflict

it

Configuration Changes

Configuration Change Trend

fE R

Configuration Change Annotation

EOL/EOS Report

5B

[} Compliance Report
Configuration Analysis Report

Es Security Audit Report

OpUtils

il

Unused IP Addresses

(@

Reserved-Static IP Addresses

g

|P Usage Summary

OS Type Reports

Switches by Usage

Switches by Scheduler

Switches by Vendor Name

[@ M@ (@

Switch Ports by ifSpeed

Switch Ports by if Type

"]

Device with Virtual IP

2:

Stacked Port Details
L: Administratively Disabled Ports

Port by Operation Status Last Change
Time

B Connected IP Details

Firewall

Custom Report

¥

Firewall Reports

i

Proxy Reports

i

VPN Reports

Policy Overview

Policy Optimization

B B &G

Rule Cleanup

£ Rule Reorder

£ Rule Impact

[} Standard

= Change Management
=a Security Audit

8 Auditlogs

Config Backup

ManageEngine
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How about Websites, Mobile App &
Cloud Monitoring?

24x7
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Website Performance Monitoring

greythr.zylker.com < Last 24 Hours v
httpy//zepl.greythrcom  Website Don't De.. %

Summary OQutages Inventory LogReport Availability Summary Report X

Response Time =

Average Minimum Maximum
Response Time  1.78 Sec(s) 1.62 Sec(s) 12.41 Sec(s)
Throughput ~ 1KB/sec 0.07 KB/sec 0.55 KB/sec

Reset Zoom

0
14 1500 16:00 17:00 18:00 1%:00 20:00 21:00 22:00 2300 0000 0100 0200 0300 0400 0500 0600 0700 0800 0800 1000 11:00 1200 1300 1

[l DNS Time ll Connection Time [] SSL Handshake Time [ll First Byte Time [ll Download Time

Global Status Domain Related Monitors Status
o Fremont-CA - US (Primary) o Johannesburg-ZA o SSL/TLS Expiry o DNS Server
© Melbourne - AUS © Sydney - AUS

@ Auckland - NZ
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Website Performance — Global Status

Awvailability and Response Time by Location

Location Availability (%) Down Duration Downtimes Last Downtime Response Time (Sec(s))

Fremont-CA - US 100 0 Mins 0 Secs 0 - e w178
Johannesburg - ZA 99.887 1Mins 37 Secs 1 Apr 15,2021 5:49:27 [os EEENGEE] @ 13 218
Melbourne - AUS 100 0 Mins 0 Secs 0 - ooEGE 00 o 135
Sydney - AUS 100 0Mins 0 Secs 0 - [oas BNl @ o2 125
Auckland - NZ 100 0Mins 0 Secs 0 - oMEEENNGEEN 0 os+ 136

[ DNSTime M Connection Time SSL Handshake Time M First Byte Time B Download Time

Response Time By Location

Reset Zoom

[V

Response Time (Sec(s))

14:00 1500 16:00 17:00 1800 19:00 20000 21:00 2200 2300 0000 01:00 02:00 0300 0400 0500 0600 0700 0800 0900 1000 1100 1200 13:00 14:00

[ Auckland - NZ |l Sydney - AUSll Melbourne - AUS [l Johannesburg - ZAI Frement-CA - US
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Monitor from 110+ Global Locations

f?@ = A g -'%Qaﬂ‘g’

0= o

Q= f=" L=

)

=" )
SR | —

f{ Availability =~ wmm Performance ~ =EE Analytics %+ Transaction
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Website Performance — Industry Average

Apdex Score Industry Average for Ecommerce

1.784 secs 100«

Your Rank: > 20 Your Rank: 1

Response Time Availability
R e
0 0.50 0.70
Industry
Ecommerce v
Average Response Time Average Availability
n.gzs 00%
0.825 1.065 1.3s 1.54s 1.78s 20% 22% 24% 26% 28% 100%
Rank Name Response Time (secs) Rank Name Availability (36)
1 Hewlett-Packard 0.82 1 greythr.zylker.com 100
Average Response time 0.82 Average Availability 100
>20 greythrzylker.com 1.784 1 Hewlett-Packard 100
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Website Performance — Synthetic Transaction

Current Screenshots of Steps | Screenshot History

7Titan e

-r Improving

i Patient Outcomes
| 1

VT6a1. & Mo gy Basad oo f Chomi . oo 0 Gk, rnrae, ik, ot and

H: 3 4

Page Load Time By Location

Name Singapore - 5G Amsterdam - NL
Step - 1: Loading - http://wwwvtitan.com/ 5212 6754
Step - 2: Click CORPORATE 5106 6262
Step - 3: Click PRESS 5006 5382
Step - 4: Click CONTACT 838 1816

Step Details

Step Name
Step URL

Page Load Time

Johannesburg - ZA

10012
8347
5009

2535

Mumbai - IN

5790

6207

5112

2199

Loading - http:/wwwivtitan.com/

http://wwwvtitan.com/

Sydney - AUS
5147
5013
4997

939

View HTML
Auckland - NZ Bris
5359 513
5130 508
4997 499
1361 106
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Al powered Real User Monitoring

FRONT END TIME

Analyse
Document download
Document processing
Page rendering time

Visiblity into browser based
performance

eed e

Web request

4

- _>_>_ -

Know the response time

by Geography
- N -
| Application performance on user desktop, mobile and tablet
\I/ :
\I/ |
|
| I
! :
NETWORK TIME BACKEND TIME
sae visis rom (DG o GO

Know the response time by ISP

Analyse
Redirection , DNS resolution, Connection Time

Site24x7 APM Insight
Get Complete visibility of how your App Server is performing
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Tackle Mobile App Performance Issues

< sample-android

Admin Summary Transactions Geographic Device Type App Version CrashAnalytics

Response Time by Application Version

Usage (%) Min3,246.76 | Max 332149 | 95th Percentile 332149 | 99th Percentile 3,321.49

Y.

| B3 &1 k4 RU El ER K sH7TH
Response Time by Device

Usage(%): Min 3,199.34 | Max3,326.48 | 95th Percentile 3,326.48 | 99th Percentile 3,326.48

W cH-200 Wl GT-1022 [l MOTO-G2 [l A-800

mv-003 [l Mi-0003 [l GH-570

Response Time by OS Version

Usage (%) Min3,251.2 | Max331133 | 95thPercentile 331133 | 99th Percentile 3,311.33

W51z W 451 W5ee W44 ess W 220 W 412 200 Moot M40 W 788

RED-MI [l A-400 [l FG-500 [ A-450 Il N-1280 [l LUM-560 [l NM-s30 [l Q-5000

Last Month



Mobile App Transactions & Crash Analytics

& sample-ios

Admin Summary Transactions Geographic Device Type AppVersion Crash Analytics

Sortby: |Slowest Avg. Response Time =

Slowest Avg. Response Time
Relative Weighted Throughput %
e

TransactionTva
reports
list/allitems
list_view

actions
login/welcome
sla

add_monitor
authenticateuser
edit_monitor

delete_monitor

Avg. Resp. Time & v
5,005ms
5,005ms
4,325ms
4,025 ms
3,225ms
2,325ms
2,325ms
2,325ms
1,025ms

1,025ms

Total Count @

17,365
8,582
8710

26,354
8,594

16,786
8,744
8,682
8,673

8482

Last Month

Throughput (rpm) &
0.4
02
0.2
0.6
0.2
0.4
02
02
02

0.2
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Cloud Monitoring

Compute

[Enjye
Sob-

Identity & Security @

G) Big Data é%

Containers VA Cloud Al

— Data Transfer
,."f Storage & DB EE
100+ Services || Developer Tools
] i‘

Networking

N Compute
.

0 Databases

™

laT

Management Teols
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AWS Cost Control

Create budget policy ~

| l
{

@ Create budget alert

Continuously track spend \ } Actual Cost - Budget

AN

' =,
L v

Send Email « | ves n

e Budget reset «
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AWS Cost Management

Total Cost ® Max Spending Account @

52 y niversary and 10 More

$25,205.18 $ 16,049.07

Accounts Splitup @

$11.96

551811

(sam036)

=)

Trend ©
o $454249
o $425342 $ 427751
4000 $306.40
$316046 $337941
$3000
2000 I 5168551
50 Lt
Jan 2021
Cost by Resource @ Cost by Data Transfer ©
DISD.ZY Name Type Cost CloudFront Outbound
Others AmazonCloudWatch $10051.28 R
InterRegion Outbound
Others ComputeSavingsPlans $4,545.00 IntraRegion
rum-development  AmazonES $1535.69 Aws Outoound |
i-01b6bef7ch3a76ed oo

9 AmazonEC2 $909.17

team Anniversary

W 5247-applogs_Anniversary

W 5247 Pius-team_Amiversary

I Sita2x7 AWS Test account_Anni..
W 5247-AWS-18am_Purchase

W S247-APMUinsight_Annbversary
I S5247-poller_Anniversary

I 5247 Pius-toam _Anmiversary

W 5247 AWS team_Anniversary

View Details

[0 Quarterly  Yearly

1 7oSnpbents170ppm3dSeoccpupt
W AmozonS3

W AWSLambda

W AWSTransfer

W AmazoRDS

Tme2ATx1 2ed503zb0miwom
W ANSSystemsManager

W AWSSecretsManager

W AmazonCloudSearch

B AmazonLightsail

37 more

il
(¢}
L)

Min Spending Account @

5247-AW

$0.06

Purchase

Cost by service @

W

Total Cost

Top 3services
AmazonCloudWatch
‘ComputeSavingsPlans

AmazonES

Cost by Region @
us-east-1

global

ap-south-1

us-east-2

us-west-2

eu-west-2

Cost by Component ©
Usage
SavingsPlanCoveredUsage
SavingsPlanRecurringFee
RiFee

DiscountedUsage

$25,205.20

W AmazonClo.

$10098.34
$4,545.00
$2465.22
View Details
Bor=
$14,355.99
$4,833.42
$2.31075
$148143
$1165.25
$595.49

View Details

$20.967.91
$4,649.22
$4,545.00

$64.61

$57.38
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Synopsis — On Premise Solutions

ManageEngin'@

OpManager

v
v
v
v
v

v
v
v

Network Monitoring
Server & VM Monitoring
Storage Monitoring
Maps & Business Views

Alarms & Reports

ManageEngin@

OpUtils

IP Address Management
Switch Port Mapping

Rogue Detection

ManageEngin@

NetFlow Analyzer

Bandwidth Monitoring
Traffic Analysis
Security Analysis

Voice, Video & Data Monitoring

NN NN

Capacity Planning & Billing

ManageEngin@
Firewall Analyzer

Firewall Policy Management
VPN & Proxy Server Monitoring
Internet Activity Monitoring

Log Analysis

AN NN

Compliance Management

ManageEngin@
Network Configuration Manager

Configuration Management
Change Management
Compliance Management
Automation

Audit & Report

LSRN N NN

ManageEngin@

Applications Manager
Application Server Monitoring
Middleware Monitoring
Database Monitoring

Cloud & Container Monitoring

AN NN NN

Alarms & Reports

ManageEngin@



Website

Website Performance Monitoring
Real User Monitoring

Web Page Speed Monitoring
Synthetic Monitoring
Monitoring Locations

Mail Server Monitoring

DNS Monitoring

Website Availability Monitoring
Web Application Monitoring
SSL Certificate Monitoring

FTP Monitoring

Monitor Internal Network
Public Status Pages

REST API Monitoring

SOAP Monitoring

Synopsis — On Cloud Solution

Site24x7

Server

Server Monitoring
VMware Monitoring
Windows Monitoring
Linux Monitoring
Site24x7 Plugins

1IS Monitoring

SQL Monitoring
SharePoint Server

MS Exchange Server
Linux Syslog Monitoring
File and Directory Monitoring
Docker Monitoring

IT Automation

Cron Monitoring

Cloud

Cloud Monitoring
AWS Monitoring

Azure Monitoring

APM

Application Performance Monitoring
Java Performance Monitoring

.NET Performance Monitoring

Ruby Performance Monitoring

PHP Monitoring

Node.js Performance Monitoring
Real User Monitoring

Mobile Application Monitoring

End User Experience Monitoring

Application Monitoring

CloudSpend

Log Management
For MSPs/CSPs
IT Glossary

Network

Network Monitoring

Switch Monitoring

Router Monitoring

Firewall Monitoring

Load Balancer Monitoring
Network Fault Management
Cisco Monitoring

What is SNMP?

Network Device Vendors

Network Mapping

Free Tools

Find IP Address

Check Website Availability
Analyze Webpage

DNS Analysis

Find Location

Webpage Speed Test
Free AWS Designer Tool
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Our Products Cloud/Hybrid Strategy

@ On-premises

Amazon Web
Services

Advanced

. IT analytics
Microsoft Azure
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Thank you

marjook.m@zohocorp.com

ManageEngine)

www.manageengine.com




