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We acknowledge the traditional custodians of the land and 

pay our respects to Elders past, present and emerging.
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Agenda

» A view of current cybersecurity threats facing organisations

» The top 5 things all non-profit staff must know to keep their organisation’s data safe

» High-level overview of imperative cybersecurity measures every organisation needs to 
have in place

» Resources to get the basics in place

» Live Q&A for issues specific to your organisation’s IT environment
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Security in the headlines

June 2021

Source: https://www.abc.net.au/news/2021-06-16/uniting-communities-investigating-cyber-incident-in-

sa/100220748
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The human element plays a significant role in the successful 
delivery of security in today’s organisations

Security behaviour is greatly influenced by you and your 
perception of risk.  These perceptions can be changed

(Adapted from: Awareness is only the first step, https://www.riscs.org.uk/wp-content/uploads/2015/12/Awareness-is-Only-the-First-Step.pdf)

Key message
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(Source: https://www.cyber.gov.au/acsc/view-all-content/news/cyber-security-awareness-month-2021)
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1. Know how to spot a phishing email

» Staff member received this 
email about messages  that 
could not be delivered

» Clicked on the ‘Review’ 
button. Was presented with a 
what looked like a standard 
SharePoint login page with 
their username already filled 

» They entered their password 
and clicked Log in

» Fortunately, Multi-factor 
authentication is employed 
and account access was 
blocked

» The staff member was still 
asked to change their 
password
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Know how to spot a phishing email
» Email request received by 

payroll department appearing 
to be from a staff member 
requesting a change of bank 
details

» Payroll department 
responded requesting new 
bank details and not noticing 
the ‘from’ email address

» The second email was 
received by payroll at which 
point, due to the grammar in 
the email they realised this 
was not legitimate
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Has your organisation (or have you) been affected 
by data theft or IT system compromise?



11 Technology for social justice  | www.infoxchange.org
www.digitaltransformation.org.au

Can you spot a ‘phish’?

» https://www.cyber.gov.au/acsc/view-all-content/programs/stay-smart-online/scam-messages

https://www.cyber.gov.au/acsc/view-all-content/programs/stay-smart-online/scam-messages
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2. Know where to store sensitive information 

»Sensitive data such as health data and client records should only 
be stored in certain places e.g. client data in a Client and Case 
Management System

»If your organisation has not made it clear where you should store 
certain data so that it is appropriately protected, then you should 
ask
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3. Use good password practices

» Know how to pick a strong password

• Longer, alphanumeric passwords or a phrase not containing 
your personal information and that only you know is best

• Do not reuse passwords

» Use multi-factor authentication: the practice of using a password 
and another factor to log into a user’s account.  Examples of 
additional factors include Google Authenticator or Microsoft 
Authenticator

» Do not share accounts or passwords
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4. Keep your device secure

» Physically protect your device

» Lock your screen when device is left unattended   (Windows: Ctrl + Alt + Del;  MAC: 
Ctrl+ Cmd + Q)

» Do not install or use unauthorised software

» If using your own device (BYOD) such as mobile phone or other device for work

• Only store information your organisation is comfortable for you to store

• Ensure the device has appropriate security controls e.g. 

- PIN, passcode, fingerprint to unlock

- Security updates are installed

- Remote wipe capability
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5. Report anything you’re not sure about

Security incidents are adverse events which pose a threat to  an organisation’s 
information systems and services

» Report anything you’re worried about e.g:

• Any unfamiliar activity on your devices

• Disclosure of information to unauthorised person

• Lost devices, removable media with organisation’s information

• Unescorted person on office premises acting suspiciously

» Ensure you know who to report potential security incidents to 
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Key takeaways for you

1. Always use strong unique passwords

2. Beware of phishing emails. Email addresses can be ‘spoofed’ and appear to originate 
from people you know; validate requests if they appear suspicious

3. Remember fraudsters can create websites mimicking the real supplier or banks to 
capture your information.  Do not log in to a web page that you have reached through 
a link in an email

4. Store sensitive data only in designated locations

5. Use multifactor authentication (MFA) on accounts for important or critical IT systems

6. Know your IT and security policies provided by your organisation

7. Know who to report something suspicious to if you’re worried or unsure
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Useful resources
» Digital Transformation Hub cyber security guides

https://digitaltransformation.org.au/guides/cyber-security

» Book a consultation with NFP Digital Technology advisor 
https://digitaltransformation.org.au/book-expert

» Cybersecurity awareness month resources from ACSC: 
https://www.cyber.gov.au/acsc/view-all-content/news/cyber-security-awareness-month-2021

» Report CyberCrime to Australian Cyber Security Centre 'ReportCyber’:  
https://www.cyber.gov.au/acsc/report

» ACCC Scamwatch Report a scam: https://www.scamwatch.gov.au/report-a-scam

» Check if your personal details have been compromised in a data breach: 
https://haveibeenpwned.com/

» Guidance on Identity Theft: https://www.idcare.org/

» SANS Security Awareness Tip of the Day:  https://www.sans.org/tip-of-the-day

» Microsoft Office Training options 
https://digitaltransformation.org.au/guides/tech-foundations/training-options-microsoft-office-products

https://digitaltransformation.org.au/guides/cyber-security
https://digitaltransformation.org.au/book-expert
https://www.cyber.gov.au/acsc/view-all-content/news/cyber-security-awareness-month-2021
https://www.cyber.gov.au/acsc/report
https://www.scamwatch.gov.au/report-a-scam
https://haveibeenpwned.com/
https://www.idcare.org/
https://www.sans.org/tip-of-the-day
https://digitaltransformation.org.au/guides/tech-foundations/training-options-microsoft-office-products

